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Heard about Tor?
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Alice

Bob

What's the problem?
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What's the solution?
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What's the problem?
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What's the solution?
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Where to get it from?
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How?
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How to verify?

Linux
sha256sum /path/to/tor-browser-linux64-5.0.4_en-
US.tar.xz

OS X

shasum -a 256 /path/to/TorBrowser-5.0.4-
osx64_en-US.dmg

Windows
certutil -hashfile C:\Users\foo\bar\torbrowser-
install-5.0.4_en-US.exe SHA256
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168a116c55c56126a27521c28d64b1a13f8ea73d7350dabb
8dd29059a8f22734  TorBrowser-5.0.4-osx64_en-US.dmg

6ff07c0ef1f382b65cf1d0d5217644cac124484a6e5f6084c6
1768d2aa5bb449  torbrowser-install-5.0.4_en-US.exe

c304ebc71f12aeb6ec64e91c7692987a0c0d2863d24294cd77ca
913c3d1b81f9  tor-browser-linux32-5.0.4_en-US.tar.xz

96f5c041682b9d2228b2a51c99124eb4fbb3ffd1d8c768dae
726bf3b270f760f  tor-browser-linux64-5.0.4_en-US.tar.xz
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How to verify better?

Use PGP to verify the detached signatures (.asc files)

gpg  --keyserver x-hkp://pool.sks-keyservers.net --recv-keys 
0x4E2C6E8793298290

gpg --verify /path/to/tor-browser-linux64-5.0.4_en-
US.tar.xz.asc /path/to/tor-browser-linux64-5.0.4_en-US.tar.xz  

BUT: How do I get a proper PGP program for my operating 
system if I need one in the first place? 

https://www.torproject.org/docs/verifying-signatures.html.en
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How to install (1/3)?
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How to install (2/3)?
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tar xavf tor-browser-linux64-5.0.4_en-US.tar.xztar xavf tor-browser-linux64-5.0.4_en-US.tar.xztar xavf tor-browser-linux64-5.0.4_en-US.tar.xz

OR

right-click in your file manager and extract the 
bundle

How to install (3/3)?
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How to get started (1/3)?

cd /path/to/tor-browser_en-US

./start-tor-browser.desktop
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How to get started (2/3)?
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How to get started (3/3)?
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Everything is working?
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Thanks!

Questions?
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