Collect Evidence of
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Free software project (under the Tor
Project) aimed at empowering
decentralized efforts in inCreasing
transparency of Internet censorship
around the world.
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Since 2012, the OONI community
has collected millions of network
measurements from more than 200
A countries, shedding light on internet
censorship worldwide.

https://ooni.torproject.org

OONI: Open Observatory of
Network Interference
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Blocking of websites SISEkding) @i [t Blocking of censorship
messaging apps circumvention tools

Measurement of network
speed & performance

OONI Software Tests

Detection of middle boxes




Blocked domains In Iran

From 2014 to 2017

News media

Human rights issues
Culture

Political criticism
Pornography

LGBT

Anonymity and circumvention tools
Religion

Media sharing
Gambling

Social networking
Provocative attire
Alcohol and drugs
Online dating

Sex education

Hosting and blogging platforms
File-sharing
Government

Hacking tools
Communication tools
Search engines

Public health

Militants and terrorists
E-commerce
Environment

Hate speech

Gaming

Economics
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https://ooni.torproject.org/post/iran-internet-censorship/




I.torproject.org/post/pakistan-internet-






Access Restricted

IT

Wenaiu Masyarakat Tujormasi Tndoncsia InternetSehatAman

Based on Regulation of the Minister of Communication and Information No. 19 of 2014
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https://ooni.torproject.org/post/cuba-internet-censorship-
2017/



https://ooni.torproject.org/post/malaysia-report/



Uganda’s 2016 General Elections

Site Smile Telecom Orange

http://facebook.com
https://facebook.com Not blocked

http://twitter.com

https://twitter.com Not blocked

http://whatsapp.com Not blocked

http://viber.com Not blocked

https://ooni.torproject.org/post/uganda-social-media-
blocked/



https://ooni.torproject.org/post/ethiopia-report/



Internet blackout in Ethiopia

Ethiopia ﬂ Google Search

Fraction of Worldwide Traffic, Normalized

https://ooni.torproject.org/post/ethiopia-internet-
shutdown-amidst-recent-protests/



Internet blackout in The Gambia:
2016 Presidential Election

Gambia ﬂ Google Search

Fraction of Worldwide Traffic, Normalized

https://ooni.torproject.org/post/gambia-internet-shutdown/






Linux or . . Raspberry
MacOS Android 10S D

X » GETITON # Download on the
»® Google Play S App Store

Run OONI Probe




Dashboard Measurements Logs M@ =

ooniprobe Dashboard

ooniprobe 2.2.1-dev | running @ | Location: IS (AS47172)

Test Tor Test the Web Test Instant Messaging Apps Test for Middle Boxes
" <\|/
@ /|\>
e o » e O » e O »
Last 4 tests

3 tcp_connect Nov 1, 2017 4:35 AM AS47172 IS A
& meek_fronted_requests_test Nov 1, 2017 4:34 AM AS47172 IS O,
& vanilla_tor Nov 1, 2017 3:13 AM AS47172 IS ®
£ http_invalid_request_line Nov 1, 2017 3:05 AM AS47172 IS O,

View your measurements

OONI Probe web user interface







Carrier 1:34 PM Carrier ¥ 1:24 PM
Run Tests < Back NDT Speed Test View log
Qe Web Connectivity
2 o 26.24s Runtime Carrier & 2:12 PM )
. http:/ /thepi A iew

HTTP Invalid request line Location: IT (AS3 0722) Sk thpthepnstebey SIS E i

</> Find 'middle boxes' g
1.10s Runtime
NDT Speed Test Download ® Upload ® Location: IT (AS30722)

Measurement network speed and performance

29.6OMBPS 18-68MBPS http://thepiratebay.org

® Evidence of censorship
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Pi ng S Server == The site appears to be blocked due to DNS based
censorship.

1 6 . O ms I T mil01 & Circumvention strategies
You can try to circumvent the blocking of the
site http://thepiratebay.org through the

Packet Loss Out of order e ALL
ollowing:

O 01 6 '] 1 O Change your DNS

0, (s)
o A‘ U A" Try changing your DNS resolver to one that does not

implement blocking, such as the Google DNS

Average Plng Max Plng resolver: 8.8.8.8 .
You can find instructions on how to change your

2 3 8’] DNS resolver to the Google DNS resolver through

ms ms the following URL:

https://developers.google.com/speed/public-

MSS Timeo uts dns/docs/using
Use Tor
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OONI Probe mobile apps




€ OONI |Run

Let's fight internet censorship together!

Test Name What you can do
. Generate a link and share it with your friends and
Internet Censorship contacts around the world. Encourage them to run

OONI Probe to test the sites of your choice!
@ Web Connectivity
Check if websites are blocked.
Learn how this test works here

URLS

Speed & Performance

() NDT Speed Test http://

(O DASH Video Streaming

+ Add URL

Middleboxes

(O HTTP Invalid Request Line

O HTTP Header Field Manipulation.

OONI Run (https://run.ooni.io)




* Anyone monitoring your internet activity (e.g. ISP)
will know that you are running ooniprobe.

* Types of URLs tested include provocative or
objectionable sites (e.g. pornography).

* Unless you opt-out, all network measurement data is
published and could be linked back to you.

https://ooni.torproject.org/about/risks/

Potential risks: OONI Probe iIs a tool

for investigations!



Contribute to test lists Types of test to run Privacy settings

3 N

How you upload data Platform for running
ooniprobe

Choices you can make




* Global list: Internationally relevant websites

* Country-specific lists: Websites that are
relevant to a specific country

- How to contribute to test lists:
https://ooni.torproject.org/get-
involved/contribute-test-lists/

* Citizen Lab github repo:
https://github.com/citizenlab/test-lists

Test lists:

Determining which sites to test for
censorship



https://github.com/citizenlab/test-lists

* Evidence of censorship events
* Transparency of information controls

* Allows researchers to conduct independent
studies & to explore other research questions

* Allows the public to verify OONI findings

Open Data




ore than 100,000
@ More than 10,000
Less than 10,000

Discoveries
@ Confirmed censorship cases
w Vendors identified

OONI Explorer




OONI Explo rer Explorer Highlights

= Norway

Bar Chart Here's what we know about anomalies with internet connections located in Norway.

Measurements

Country Data 1,025,916 Measurements Collected
Methods

Vendors
Blocked Sites

1105 1105 1105 1104 1108 1105 1105 1109 1105 1105

205
76
1 1 1 1 1 1 1 1 1 1 w1

O View Older

The graph above shows when we've run tests, and how many sites we've found to be blocked M out of all measured L.

Filter Results &
Country Code v Asn v Test Name v Input v Start Time v
NO AS29695 http_header field ma... 2017-10-02T00:02:17....

NO AS29695 facebook messenger 2017-10-02T00:02:08....



€d OONI | AP

Files APl docs Statistics

Welcome to the OONI API

Dynamically updated every day, the OONI APl enables researchers and data scientists to analyze all data collected from OONI Probes around the world.
Download and search OONI Probe network measurements.

Join the OONI data analyst community and help uncover internet censorship worldwide!

READ THE API DOCS

Latest Measurements

ASN Country code Test Start Time Test Name
AS44244 IR 2017-10-31 01:53:14 ndt Download
ASL4L244 IR 2017-10-31 01:53:13 http_invalid_request_line Download

OONI API




- “Normal” and “anomalous” measurements.

* “Anomalous” measurements MIGHT contain
evidence of censorship, but not necessarily
(I.e. false positives).

* We only confirm a case of censorship when
we have detected a block page.

Interpreting the data




* OONI Partnership Program
* Run OONI Probe

* Contribute to test lists

* Analyze the data

* Tell stories

* Host an OONI workshop, engage others! :)

Get Involved!




* OONI: https://ooni.torproject.org/
* OONI data: https://ooni.torproject.org/data/
- Software: https://github.com/TheTorProject/ooni-probe

* Contact the OONI team:
contact@openobservatory.org
Twitter: @OpenObservatory
IRC: #oo0ni (irc.oftc.net) -
https://slack.openobservatory.org/

Resources & contacts



mailto:contact@openobservatory.org
http://irc.oftc.net/
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