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OONI: Open Observatory of 
Network Interference

Free software project (under the Tor 
Project) aimed at empowering 
decentralized efforts in increasing 
transparency of Internet censorship 
around the world.

Since 2012, the OONI community 
has collected millions of network 

measurements from more than 200 
countries, shedding light on internet 

censorship worldwide.

https://ooni.torproject.org 



OONI Software Tests

Blocking of websites
Blocking of instant 
messaging apps

Blocking of censorship 
circumvention tools

Detection of middle boxes
Measurement of network 
speed & performance



https://ooni.torproject.org/post/iran-internet-censorship/

IranIran



Pakistan

https://ooni.torproject.org/post/pakistan-internet-
censorship/ 

Blocked URLs include sites run by ethnic 
minority groups and expressing religious 
criticism.

Blocked URLs include sites run by ethnic 
minority groups and expressing religious 
criticism.

“Smart filters”: Selectively blocking access 
to specific web pages hosted on HTTP
“Smart filters”: Selectively blocking access 
to specific web pages hosted on HTTP



Indonesia

https://ooni.torproject.org/post/indonesia-internet-
censorship/ 

Blocked URLs include LGBT sites, an 
online translator, and sites providing 
information for AIDS/HIV prevention.

Blocked URLs include LGBT sites, an 
online translator, and sites providing 
information for AIDS/HIV prevention.

Vimeo and Reddit blocked even though 
their ban was lifted more than 2 years 
ago.

Vimeo and Reddit blocked even though 
their ban was lifted more than 2 years 
ago.





Cuba

https://ooni.torproject.org/post/cuba-internet-censorship-
2017/

Skype blocked by means of RST 
injection.

Many of the blocked sites express 
criticism towards Castro’s regime.
Many of the blocked sites express 
criticism towards Castro’s regime.



Malaysia’s 1MDB scandal

https://ooni.torproject.org/post/malaysia-report/

News outlets, blogs, and 
medium.com blocked for covering 
the 1MDB scandal

39 websites censored through the 
DNS injection of block pages



Uganda’s 2016 General Elections

https://ooni.torproject.org/post/uganda-social-media-
blocked/



Ethiopia’s wave of political protests

https://ooni.torproject.org/post/ethiopia-report/

WhatsApp blocked

Deep Packet Inspection (DPI) 
detected

Media outlets, LGBT sites, human 
rights websites, political opposition 
sites & circumvention tool sites 
found to be blocked



Internet blackout in Ethiopia

https://ooni.torproject.org/post/ethiopia-internet-
shutdown-amidst-recent-protests/



Internet blackout in The Gambia: 
2016 Presidential Election

https://ooni.torproject.org/post/gambia-internet-shutdown/



Catalonia

https://ooni.torproject.org/post/internet-censorship-
catalonia-independence-referendum/

At least 25 sites related to the Catalan 
independence referendum censored by 
means of DNS tampering & HTTP 
blocking.

At least 25 sites related to the Catalan 
independence referendum censored by 
means of DNS tampering & HTTP 
blocking.



Run OONI Probe

Linux or 
macOS

Android iOS
Raspberry
Pi



OONI Probe web user interface



OONI Probe on Raspberry Pis



OONI Probe mobile apps



OONI Run (https://run.ooni.io)OONI Run (https://run.ooni.io)



Potential risks: OONI Probe is a tool 
for investigations!

• Anyone monitoring your internet activity (e.g. ISP) 
will know that you are running ooniprobe.

• Types of URLs tested include provocative or 
objectionable sites (e.g. pornography).

• Unless you opt-out, all network measurement data is 
published and could be linked back to you.

https://ooni.torproject.org/about/risks/



Choices you can make

Contribute to test lists Types of test to run Privacy settings

How you upload data
Platform for running 
ooniprobe



Test lists:
Determining which sites to test for 
censorship

• Global list: Internationally relevant websites

• Country-specific lists: Websites that are 
relevant to a specific country

• How to contribute to test lists:
https://ooni.torproject.org/get-
involved/contribute-test-lists/

• Citizen Lab github repo:
https://github.com/citizenlab/test-lists

https://github.com/citizenlab/test-lists


Open Data

• Evidence of censorship events

• Transparency of information controls

• Allows researchers to conduct independent 
studies & to explore other research questions

• Allows the public to verify OONI findings



   OONI Explorer

https://explorer.ooni.torproject.org/





         OONI API

https://api.ooni.io/



Interpreting the data

• “Normal” and “anomalous” measurements.

• “Anomalous” measurements MIGHT contain 
evidence of censorship, but not necessarily 
(i.e. false positives).

• We only confirm a case of censorship when 
we have detected a block page.



Get involved!

• OONI Partnership Program

• Run OONI Probe

• Contribute to test lists

• Analyze the data

• Tell stories

• Host an OONI workshop, engage others! :)



Resources & contacts

• OONI: https://ooni.torproject.org/ 

• OONI data: https://ooni.torproject.org/data/

• Software: https://github.com/TheTorProject/ooni-probe

• Contact the OONI team:
contact@openobservatory.org
Twitter: @OpenObservatory
IRC: #ooni (irc.oftc.net) - 
https://slack.openobservatory.org/

mailto:contact@openobservatory.org
http://irc.oftc.net/
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